CCNA2 Module 11

Part I

1. What devices provide the capability to filter traffic, such as blocking Internet traffic, with access control lists (ACLs)?

2. What is the significance of ACL?

3. What do ACLs tell the router to do?

4. How do ACLs decide to forward or discard the packet?

5. How must ACLs be defined?

6. If the router has two interfaces configured for IP, AppleTalk and IPX, how many ACLs would be needed?

7. What kind of tasks can ACLs perform?

8. What is the order of the ACL, from the top of the list to the bottom or from the bottom of the list to the top?

9. If additional condition statements are needed in an access list, what would be ACL do?

10. If all the ACL statements are unmatched, what is the implicit statement that is placed at the end of the list by default?

11. What is a unique identification number?

12. What is the first step and the second step to set up the ACL/

13. Can ACLs be assigned to filter inbound or outbound or both traffic?

14. How many access lists should be assigned for per protocol per direction?

15. Should standard access lists be applied closest to the destination or the source?

16. Should extended access lists be applied closest to the source or the destination?

17. In what order should access list entries filter, from general to specific or from specific to general?

18. what is the command to remove the whole list?

19. what is wildcard mask?

20. don’t be confused with subnet masks and wildcard masks.

21. what does a zero mean?

22. do the exercise on page 11.1.4

23. what is show ip interface command?

24. what is show access-lists command?

Part II

25. What address of IP packets do the standard ACLs check?

26. What is the number range for standard ACL?

27. What is the number range for extended ACL?

28. What do extended ACLs check?

29. How many condition statements cant be configured for a single ACL and by what it can be limited?

30. What are named ACLs?

31. What are the advantages of names ACLs?

32. May the same name may be used for multiple ACLs?

33. What command is used to create a named ACL?

34. What is the best place to put extended ACL and what is the best place to put standard ACL?

35. Do the exercise on page 11.2.4

36. What is firewall?

37. Typically, what does a network firewall consists of to prevent unwanted and illegal access?

38. What does exterior router mean and what does interior router mean?

39. What are their functions?

40. in firewall routers, Where should ACLs be positioned? 

41. What are border routers?

42. On the border routers, how should ACLs be created?

43. What are virtual ports?

44. How many vty lines?

45. What is the purpose of restricted vty access?

46. Why identical restriction should be placed on all vty lines?

47. What should be considered when configuring access lists on vty lines?

