Module 6 Configuration of Switches (Part I)

6.1.1 Physical startup of the Catalyst switch

1. What are switches?

2. What kind of switches are shown in Figure 1 from the Cisco Catalyst 2900 series?

6.1.2 Switch LED indicators

3. What are LEDs and what are they used for?

4. What does Flashing Green mean?

5. What does Alternating green/amber mean?

6. What does Solid amber mean?

6.1.3Verifying port LEDs during switch POST

7. What is POST and how does POST sork?

8. What does POST failure mean?

9. When the Port Status LEDs turn green, what does it mean?

6.1.4 Viewing initial bootup output from the switch

10.  do a lab work on the initial bootup from the switch.

6.1.5

11. Do the interactive Media Activity

6.1.6 Switch command modes

12. What is the default mode?

13. How to enter Privileged EXEC mode?

6.2.1 Verifying the Catalyst switch default configuration

14. What is the default hostname?

15. What is the virtual interface called?

16. By default, does switch have an IP address?

17. Which VLAN are all switch ports in?

18. What is VLAN1 known as?

19. After the switch is configured, what will the flash directory contain?

20. How to verify the IOS version and the configuration register settings?

21. What does the switch have in the default state?

6.2.2 Configuring the Catalyst switch

22. How to overwrite the current configuration with the new configuration?

23. Where should passwords be set?

24. Why should a switch be assigned an IP address?

25. Why should a switch be assigned a default gateway?

26. By default, what is the management VLAN and what is the management VLAN used for?

27. In a switch based network, where should all network devices be?

28. What is the best practice and why is that the best practice?

6.2.3 Managing the MAC address table

29. How does a switch learn and maintain MAC addresses?

30. Explain why the MAC address entry is automatically discarded or aged out after 300 seconds?

31. What command can network administrators use to clear the MAC addresses?

6.2.4 Configuring static MAC addresses

32. What are the reasons to assign a permanent MAC address to an interface?

33. Take a look at the command to configure a static MAC address for a switch and remove a static MAC address for a switch.

6.2.5 Configuring port security

34. What security do switches provide?

35. How can secure MAC addresses be configured?

36. What is an alternative approach on a switch interface?

37. The number of MAC addresses per port can be limited to ________.

38. What command to use to reverse port security on an interface?

6.2.6 Executing adds. Moves, and changes

39. What are the parameters that should be configured on a new switch that is added to a network?

40. When a host is moved from one port or switch to another, what should be done?

6.2.7 Managing switch operating system file

41. How to document and maintain the operational configuration files for network devices?

6.2.8 1900/2950 password recovery

42. Do the Lab Activity

43. How to upgrade the IOS?

