Discover 1 Chapter 8 Part I

8.1.1. Risks of Network Intrusion

1. How can intruders gain access to a network?

2. What are hackers?

3. What are the four types of threat once the hacker gains access to the network?

4. What is information theft?

5. What is data loss and manipulation?

6. What is identify theft?

7. What is disruption of service?

8.1.1 (2) Do the activity.

8.1.2 Sources of Network Intrusion

8. What are external threats?

9. What do external attackers try to attack?

10. What are internal threats?

11. How do internal threats sometimes happen?

12. How harmful are internal access and misuse of computers systems?

8.1.3 Social Engineering and phishing

13. What is social engineering?

14. What is social engineering in the context of computer and network security?

15. What does the attacker do with the social engineering techniques?

16. What do social engineering attacks do?

17. What are the three most commonly used techniques in social engineering?

8.1.4 (2)

18. What is pretexting?

19. How is the target typically contacted?

20. What is phishing?

21. How do they typically contact the target individual?

22. What is vishing/phone phishing and how does it happen?

8.2.1 Viruses, Worms, and Trojan Horses

23. What are the examples of other types of attacks which exploit the vulnerabilities in computer software?

24. What harms can the types of malicious software do? Name three.

8.2.1 (2)  Viruses, Worms, and Trojan Horses

25. What are viruses?

26. What do viruses do?

27. How are viruses transmitted?

28. What are worms?

29. What harms do worms do?

30. What are Trojan Horses?

31. How do Trojan horses happen?

8.2.1 (3)

32. Do the exercise

8.2.2 Denial of Service and Brute Force Attacks

33. What is the goal of an attacker sometimes?

34. What is Denial of Service (DoS)?

35. What do DoS attacks seek to in general?

36. What are the two common DoS attacks?

37. What does SYN (synchronous) Flooding do?

38. What does Ping of death do?

8.2.2 (2)

39. What is DDoS and what is designed to do?

40. What is brute force and what harm does it do?

8.2.2 (3) 

41. Do the activity

8.2.3 Spyware, Tracking Cookies, Adware and Pop-ups

42. Do all attacks do damage or prevent legitimate users from having access to resources?

43. What is spyware and what is the purpose of sypware?

44. How does a computer get sypware?

45. What harms does spyware do a computer?

46. What is a cookie and what is used for?

8.2.3 (2)

47. What is adware and what is used for?

48. How is adware installed and what harm does it do to the computer?

49. What are pop-ups and pop-unders and what are used for?

8.2.4 Spam

50. What is spam and what is a spammer?

51. How does spam happen?

52. What harms does spam do a computer?

