Discovery 2 Chapter 8 Part I

8.1.1 ISP Security Services

Where do the problems that cause large-scale failures in ISP networks originate from?

Why is it very important for ISP to maintain the customer data in a secure way?

How do ISPs help protect the home and business users from being attacked by the malicious activities?

8.1.1 (2)

It is important that  ISPs protect customers’ information from malicious attack. Why is the protection complicated sometimes?

Name three security services that an ISP support technician can provide.

8.1.1 (2, on the right page)

What is considered as secure password?

What are extraneous services?

What is it important to regularly review and install security updates for your operating systems?

Why are Internet browsers and email applications the most important applications to constantly patch?

What is the best practice regarding the users’ access level to the operating system?

8.1.2 Security Practices

What are the common data security features and procedures?

What does “principle of least privilege” mean?

8.1.2 (2)

What is a AAA process and what is it used for?

What does authentication required users to do?

What is authorization?

What does accounting?

Give an example of how AAA are used to protect the network?

8.1.3 Data Encryption

What is digital encryption and when should be used?

Is it necessary to secure the transmitted date when surfing the Internet and viewing publicly assessable websites?

8.1.3 (2)

Take a look at the secure versions of network protocols.

8.2.1 Access Control Lists and Port Filtering

what is DoS and what are some examples of standard DoS attacks?

What is DDoS and what is the difference between DoS and DDos?

What is DRDoS and what harms does it do?

8.2.1 (2)

What is Port Filtering?

What is Access Control Lists and what is used for?

8.2.2 Firewalls

What is firewall?

What do ACLs control?

Why do firewalls use ACLs?

What is dynamic packet filter firewall and how does it work?

Why are firewalls constantly evolving?

8.2.2 (2)

How are firewalls typically implemented within an ISP network or a medium-sized business?

What is DMZ and what is use for?

What are internal firewalls used for?

8.2.3 IDS and IPS

What are the tools often used by ISPs to prevent intrusions into the networks of ISPs and their customers?

What is Intrusion Detection System (IDS) and what is used for?

What is Intrusion Prevention System (IPS) and what is used for?

What kind of sensors are IDS and IPS?

8.2.3 (2)

IDS solutions are reactive when it comes to detecting intrusions? What does “reactive” mean?

How can IDS block further malicious traffic?

Where are IDS solutions often used? Mention two places where IDS is used.

8.2.3 (3)

IPS solutions are proactive. What does “proactive” mean here?

Where is IPS most often placed?

Compare how firewall typically work and how IPS work to protect network.

8.2.3 (4)

Do the activity.

8.2.4 Wireless Security

What default values for the SSID should be changed?

What is authentication and what is it used for?

What are the three types of authentication methods that can be used?

What is open authentication?

What is pre-shared key?

What is extensible authentication protocol?

8.2.4 (2)

What are the three major encryption types for wireless networks?

What does WEP use to encrypt the data?

What is the weakness of WEP?

What is WPA?

What does TKIP generate?

What is WPA2

8.2.4 (3)

8.2.5 Host Security

What are ISP servers especially vulnerable?

What is a host-based firewall and what does it protect?

What do host-based firewalls typically come with?

When enabling host-based firewalls, what is it important to do?

What do ISPs use host-based firewalls to do?

8.2.5 (2)

What are the types of attacks and vulnerabilities?

8.2.5 (3)

What do anti-X software protect?

What do many anti-X software packages allow for remote management?

Why is it important to have an incident management process?

What is incident management required by ISPs?

8.3.1 Service Level Agreements

What is a service level agreement (SLA)?

What does a SLA typically include?

8.3.2 Monitoring Network Link Performance

who is responsible for monitoring and checking device connectivity?

How is out-of-band management useful?

What does an in-bank-management tool do?

8.3.3 Device Management Using In-band Tools

What can a telnet client be used for?

What is a Virtual Terminal (VTY)?

What is a Telnet deamon?

What can users perform after a Telnet connection is established?

How can a Telnet session be initiated?

What does show sessions command display?

8.3.3 (3)

Why can all data exchanged during a Telnet session be intercepted and easily understood?

What does the Secure Shell (SSH) protocol offer and provide?

8.3.4 Using SNMP and Syslog

What is SNMP?

What is SNMP made up of?

8.3.4 (2)

What does the management station contain and store?

How does the management station collection information?

When does a poll occur?

What is a trap? 

What are thresholds?

If the threshold is exceeded, what will happen?

How are management stations and managed devices identified?

8.3.4 (3)

What is syslog?

What does a syslog system composed of?

What is a syslog client?

What do log messages normally consist of?

