Discovery 2 Chapter 8 Part II

8.4.1 Backup Media

Why it is important to do backups?

What do thieves attack and what harms do they do to the companies?

What does hardware failure mean and what will be the loss caused by the hardware failure?

What is Operating System Failure and how to prevent it?

What are the results of malicious activities?

What are the user errors and what are harmful results?

8.4.1 (2)

What are the factors that need to be considered when backuping data?

8.4.1 (3)

What are the advantages and disadvantages of autoloaders and libraries?

What the advantages and disadvantages of type media?

What are the different types of tapes?

What are optical media discs and what are the uses?

8.4.1 (4)

What are the advantages of hard disks and their disadvantages?

Why is it important to use both hard disks and tapes in a tiered backup?

What is solid state storage?

Where are the solid state devices used?

What do applications for solid state data storage systems include?

8.4.2 Methods of File Backup

What are the normal backups and explain the process

What are the differential backups and explain the process?

What are incremental backups and explain the process?

8.4.2 (2)

What do swap media important?

What is the importance of reviewing backup logs?

How do perform drive maintenance and why is it important?

8.4.3 Cisco IOS Software Backup and Recovery

Where can the Cisco networking device software and configuration files be saved?

What are the three basic steps to back up Cisco IOS software?

What will the router prompt the user for when using the copy command?

What can images stored on the TFTP server be used for?

What command can be used to verify the bytes available in flash and comfirm that there is enough room for the IOS file before starting the upgrade or restore?

What command can be used to upgrade the Cisco IOS software?

What will the router prompt the user to do if there is not sufficient memory available for both the old and the new images?

What do “e”s mean?

8.4.3 (3)

What is the quickest way to restore a Cisco IOS image to the router?

How does the ROMmon TFTP transfer work?

To use TFTP in ROMmon mode, what must the user first do?

What to se a ROMmon environment variable and give an example.

What are the required environment variables?

What is the commond to view and verify the ROMmon environment variables?

Why is it important to back up the files to a TFTP server?

What does (!) mean?

8.4.4 Disaster Recovery Plan

What is a disaster recovery plan?

What is the purpose of the disaster recovery plan?

What does the disaster recovery plan include?

What are the services that might need to be available during a disaster?

8.4.4 (2)

What are the steps to accomplish designing an effective recovery plan?

8.4.4 (3)

What information should be used to create a disaster recovery plan?

What are the major phases to creating and implementing a disaster recovery plan?

8.4.4 (4)

Do the activity on this page.

8.5.1 Summary

Review the summary

Do the end-of-chapter quiz.

Take the exam.

