Discovery 2 Chapter 9 Part I

9.1.1 The OSI Model and Troubleshooting

What models do many technicians use to do troubleshooting?

How do these models help troubleshooting the network problems?

Name three layers and explain their functions and protocols (on the right).

9.1.1 (2)

What do the upper layers (5-7) of the OSI model deal with what are the causes of the problems in the layers?

What do the lower layers (1-4) handle?

What kind of errors in the Network Layer (Layer 3) and the Transport Layer (Layer 4)?

What are the functions of the Physical Layer (Layer 1) and Data Link Layer (Layer 2)?

9.1.1 ( 3)

Do the activity.

9.1.2 Troubleshooting Methodologies

What are the three main troubleshooting approaches when using network models?

By looking at the figures on the right, answer the following questions.

What is Top-down approach and what problems does it look at?

What is Bottom-up approach and what problems does this approach look at?

What is Divide-and-Conquer and what problems does this approach handle?

9.1.2 (2)

Do the activity.

9.1.3 Troubleshooting Tools

How can a physical network topology help with troubleshooting?

What do physical network topologies typically include?

How can logical network topologies help with troubleshooting?

What do logical network topologies help with troubleshooting?

9.1.3 (2)

What can CiscoWorks be used for?

What do Network Management System (NMS) tools do?

If a failure occurs, what can the tool be used for?

What are network device vendor knowledge bases and how can they be used?

What are protocol analyzers?

What can protocol analyzers be used for while troubleshooting?

9.1.3 (3)

What are the tools to troubleshoot hardware?

What are cable testers and what can they be used for?

What are digital multimeters and what can they be used for?

What are portable network analyzers and what can they be used for?

9.2.1 Layer 1 and 2 Problems

What is the physical Layer or Layer 1 responsible for?

What are the causes of the loss of network connectivity? (click the symptom on the right)

9.2.1 (2)

What does the Data Link Layer, or Layer 2 specify and regulate?

What must technicians be familiar with to effectively troubleshoot Layer 1 and Layer 2 problems?

How can the technician determine if the problem resides in Layer 2?

Click the symptoms to see the Layer 1 and Layer 2 problems.

9.2.1 (3)

Do the activity.

9.2.2 Troubleshooting Device Hardware and Boot Errors

What are the three stages of the bootup process?

What are the commands that the technicians can use to verify that the hardware and software are fully operational?

Click the buttons to view the three stages of the boot up process.

9.2.2 (2)

When a device fails POST. What will happen?

If the POST fails, what should a technician do?

If the image file in flash is corrupt or missing, what will happen?

What does Blinking Green mean?

9.2.2 (3)

If there is not enough memory to decompress the image, what will happen? What should the technician do?

What should the technicians do if interface modules are not recognized?

What is the function of an autoinstall utility?

9.2.3 Troubleshooting Cable and Device Port Errors

To troubleshoot router interface errors, where should technicians begin the troubleshooting process and what commands should they use?

What does the output for the show ip interface brief command include?

What do common cable or media issues that can cause a down/down output include?

What do common Layer 2 issues that can cause an up/down output include?

9.2.3 (2)

What information does the show interfaces command provide to help identify the media errors?

What does output for the show interfaces command include?

What are the solutions to excessive noise?

What are the solutions to late collisions?

