Discovery 3 Chapter 2 Part I

2.1.1 Enterprise Network Documentation


Why is it important to document your network information and devices?


What do network infrastructure diagrams do?


What is a physical topology map used for?


What is a logical topology map used for?


What does control plane information do?

2.1.1(2)


Why is it important to keep the network documentation current and accurate?


What does redline mean?


What does as-built mean and what is it used for?


What are the features of graphical drawing software and what are they used for?

2.1.1(3)

In addition to network diagrams, what are other important types of documentation used in the enterprise network?

What is Business Continuity Plan used for?

What is Business Security Plan used for?

What does Network Maintenance Plan do?

What does Service Level Agreement do?

2.1.1(4)


Do the activity on the page.

2.1.2 Network Operations Center (NOC)


What does NOC stand for and why is it important to have a NOC?


What do employees in a typical enterprise NOC do?


What does the NOC usually have?

2.1.2(2)


What are server farms and what are their functions?


What are the servers installed?


What is NAS and what is it used for?


What is SAN?

2.1.2(3)


How is equipment in the enterprise NOC usually arranged?


What should be paid attention to when mounting equipment in a rack?


What is the most common rack width?


What is RU and what is its size?

2.1.2(4)


What is structured cabling and why is it important to use it?


What are the purposes of cable management?


To assist in troubleshooting, what are the rules to follow regarding cables?


What is the distance of a cable run based on cabling standards?


If the cable run is greater than the recommended length, what will happen?

2.1.3 Telecommunication Room Design and Considerations

The NOC is the central nervous system of the enterprise. In practice, however, where do most users connect to?

What is the telecommunications room referred to?

What does the telecommunications room contain?

Where do users working with wired technology connect?

Where do users working with wireless technology connect?

Why should network personnel implement port security and other measures on switches, as well as various wireless security measures on APs?

2.1.3(2)


Where are many IDFs connected to?


Where is the MDF usually located?


What do MDFs house?


What do the central MDF switches connect to?


What do IDFs contain?


What do the switches in the IDF usually connect to?


What kind of cables are the backbone links, also called vertical cabling?


Why do fiber-optic links commonly interconnect buildings?

2.1.3(3)

Why is it becoming more common to provide power to end-user devices directly from the Ethernet switches in the telecommunications room?


What is PoE and what does it do?

2.1.3(4)


Do the activity on the page.

2.2.1 Service Delivery at the Point-of-Presence


What does Point-of-Presence (POP) provide?


What are the externally-provided services that come in through the POP?


What does the POP contain?


What does the demarc provide?


What is demarc and why is the point of demarcation important?


In an enterprise, what does the POP provide?

2.2.2 Security Considerations at the Enterprise Edge


What is the edge and give an example.


Why is it important to configure the edge?


What measures can be taken at the edge to protect the network?

How do external network administrators or remote workers access to internal resources?

2.2.3 Connecting the Enterprise Network to External Services

What are the network connection services that are commonly purchased by an enterprise?

How are these services brought to the enterprise?

What must the POP contain to obtain whichever WAN service is required and give an example.

Who owns and maintains the equipment?

What is CPE?

2.2.3 (2)


Do the activity on the page.

2.3.1 Router Hardware


What is the importance of the routing process?


What is the importance of a router?


What is the default gateway?


What kind of role do routers play in networking?


How do routers route packets to the proper destination?


What other beneficial functions do routers serve?


What other roles do routers play in the network? (on the right)

2.3.1(2)


What should network administrators be able to do in an enterprise environment?


What are the differences between fixed configuration and modular routers?


What are the interfaces do routers come with and give an example.

2.3.1 (3)


What is out-of-band management used for?


What is in-bank management used for?

2.3.2 Basic Router CLI Show Commands


Take a look at the most commonly used IOS commands on the page.

2.3.2(2)


Take a look at the commands on the page.

2.3.2(3)


Do the activity on the page.

2.3.3 Basic Router Configuration Using CLI


Take a look at the commands on the page.

2.3.4 Switch Hardware


What is the main function of switches?


What form factors do switches come in?

2.3.4 (2)


What do an enterprise switch in an MDF connect?


What does an IDF switch typically need to perform?

Some high-end switches have modular ports that can be changed if needed. Give an example.


How are switch ports designated and give an example.


What is port density?

2.3.5 Basic Switch CLI Commands

 Do a lab based on 2.3.5 (1) (2) (3).

2.4.1 Read the Summary and do the end-of-chapter quiz.

