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Part I

4.1.1 Flat and Hierarchical Network


What is the disadvantage of having an all-switched network?


What is flat network?


What is the solution to a large, flat network?

4.1.2 Hierarchical Network Addressing


What does a hierarchical addressing structure function?


What does an effective hierarchical address scheme consist of?

What would be the problem in a hierarchical network without hierarchical addressing?

What is the advantage of a hierarchical network design and address structure in enterprise networks with many geographically separate locations?

4.1.3 Using Subnetting to Structure the Network


What are the reasons to divide the network into subnets?


What does X and Y represent in 10.X.Y.0 network?


What does this addressing scheme allow?

4.1.3 (2)


Do the activity on the page.

4.2.1 Subnet Mask


What does the subnet mask indicate?


What is subnet mask?


What does 1 bit represent and what does 0 bit represent?


What is the default subnet mask for Class A, Class B and Class C?


What does /x refer to?

Why is it not efficient to have the same subnet mask length for all subnets created?

4.2.1 (2)


Do the activity on the page.

4.2.2 Calculating Subnets Using Binary Representation


When one host needs to communicate with another, what does it determine?

What are the network bits compared and what will be the result of the comparison?


Look at the play on the right.

4.2.2 (2)


Explain why H1 and H2 are not in the same network.

4.2.2 (3)


Do the activity on the page.

4.2.3 Basic Subnetting Process


The /27 translates to a subnet mask of 255.255.255.224

a) How many bits are borrowed?

b) How many subnets are created?

c) How many usable hosts per subnet?

d) What will be the first network value if the value starts at 192.168.1._?

e) What will be the first usable host?

f) What will be the last usable host?

4.2.4 Variable Length Subnet Masks (VLSM)


What is VLSM and what does it provide?


What is the advantage of route summarization?


Do all routing protocols support VLSM?


Which protocols support the use of VLSM?


What are the protocols?


What are the benefits of VLSM?

4.2.4 (2)


What does VLSM allow to do?

How many hosts are there in the network 10.0.0.0/8 with a subnet mask of /16 subdivides into 256 subnets?

How many hosts are there in 10.1.2.0/28 network, resulting in a subdivision of 16 subnets?

Try to understand the figure on the right. If not, please ask me.

4.2.4 (3)


Do the activity on the page.

4.2.5 Implementing VLSM Addressing


Analyze the practice example on the page.

Base on the example, why is using a basic subnetting scheme is not only wasteful but also creates only four subnets?

4.2.5 (2)


Analyze the example.

4.2.5 (3)


What is VLSM chart?


What is VLSM Circle?

4.2.5 (4)


Do the activity on the page.

Part II

4.3.1 Classful and Classless Routing


How many host addresses are available for Class A?


How many host addresses are available for Class B?


How many host addresses are available for Class C?


Why many do many companies purchase multiple Class C addresses?


What will be the problem if a company purchases multiple Class C addresses?

4.3.1 (2)


How are network categorized as Class A, B or C?

Using a classful protocol, if a router sends an update about a subnetted network (give an example if you can), to a router whose connecting interfaces in the same major network as that in the update, what will happen?

If the router sends an update about a subnetted network, such as 172.16.1.0/24, to a router whose connecting interfaces is in a different major network, such as 192.168.1.0/24, what will happen?

4.3.1 (3)


What is CIDR and what is its advantage?


What does the use of CIDR require?


What determines the network portion of the address?


What is the network prefix?


How do ISPs assign blocks of IP addresses to a network?

4.3.1 (4)


What are the protocols that can support VLSM and CIDR?

What is the difference between the classful routing protocols and classless routing protocols?

In a classless protocol, if a router sends an update about a network, such as 172.16.1.0 to a router whose connecting interfaces is ont eh same major networks that in the update, such as 172.16.2.0/24, what will happen?

If the router sends an update about a subnetted network, such as 172.16.1.0/24, to a router whose connecting interface is in a different major network, such as 192.168.1.0/24, what will happen?

4.3.2 CIDR and Route Summarization


How does route summarization work?


What is route summarization?


What is the advantage of route summarization?


How can you compare route summarization with supernetting?


What is the difference between subnet and supernet?

4.3.2 (2)


How does route summarization work?


What makes performing summarization easier?

4.3.2 (3)


Do the activity on the page.

4.3.3 Calculating Route Summarization


How can you calculate a route summary?

4.3.3 (2)


Do the activity on the page.

4.3.4 Discontiguous Subnets


How is a route summarization configured?


Name two protocols that perform automatic summarization.


What is called a discontiguous network?


What does discontiguous network and how to avoid the condition?

4.3.4 Discontiguous Subnets


How to identify a discontiguous network?

4.3.5 Subnetting a dn Addressing Best Practices


What are the basic guidelines to follow when creating a VLSM address scheme?

4.4.1 Private IP Address Space


What are private addresses and why should we use private addresses?


What are the private addresses?


What are the benefits to use private addressing?

4.4.1 (2)


What is the principle of implementing a private addressing scheme?


What are the problems of the private addresses?

4.4.1 (3)


Do the activity on the page.

4.4.2 NAT at the Enterprise Edge


What does NAT do?


How is NAT working?


What is the advantage of using NAT on boundary routers?

4.4.3 Static and Dynamic NAT


What is static NAT?


What does the mapping ensure?


What is dynamic NAT?


What does dynamic NAT do?


What is the inside global address?


Where is the inside global address used?


How does the NAT router manage the translations?

4.4.3 (2)

What should a network administrator when configuring either static or dynamic NAT?

How is a static NAT configured?

How is a dynamic NAT configured?

What is the an important part of configuring dynamic NAT?

Why is the standard ACL used?

What can the ACL include?

4.4.4 Using PAT


What is PAT and what is NAT Overload?

How does a source host keep track of each individual conversation when sending a message to a destination host?

What is the gateway router’ responsibility?

What does a table in the router contain?

Why is the port number important?

4.4.4 (2)


What is the difference between configuring PAT and NAT?

What is the command to translate the inside addresses to the IP address of the serial interface?

What is the command to verify NAT and PAT functionality?

What does show ip nat statistics do?

4.5.1 Summary


Read the summary and do the end-of-chapter quiz.

